18 Differentially Private (Stochastic) Gradient Descent

This section is based heavily on the course Privacy in Statistics and Machine Learning
by Adam Smith and Jonathan Ullman, primarily Lectures 9 and 12 (Spring 2025) [Smi25,
SU21a].

We have already seen how to make gradient descent robust by estimating the mean of the
individual gradients. To make it private, we will instead add Gaussian noise to that mean. The
updates and the final model are then postprocessing of private gradient estimates.

We use the same convex optimization setup as in Theorem 10.1, with constants R, L > 0. The
domain ® C R? is nonempty, closed, and convex, with ||0||; < R for every 6 € ©. For every
possible record x € X, the loss £(-; x) is convex and differentiable, with ||Vf(0;x)||» < L. Given
S ={Xi,..., Xy}, our goal is to minimize

n

£(6:5) = %Z (O:X), 05 € argmin(6;S).
i=1 €0

18.1 Noisy Gradient Descent

Algorithm 11: Private projected gradient descent

Input: A dataset S, a number of iterations T, a step size 1 > 0, and a noise level ¢ > 0.
Choose 6, € © independently of the data. For t = 0,...,T—1, draw independent W, ~ N (0, 0°I)
and compute

1 v _
gt = - Z Vot(0:;X:), gt =9gr + Wy,
i=1

Ore1 = e (0; — ngy),

Output: § = 1 Srle,.

Privacy. For any fixed 0, replacing one record changes the average gradient by at most 2L/n in ¢,
norm. We can therefore use the Gaussian mechanism at each iteration. The query point 6; depends
on earlier noisy answers, so we need adaptive composition.

Lemma 18.1. For0 < ¢ <1 and§ € (0,1), Algorithm 11 is (&, )-differentially private if
2 1+ w/ZIOg%).

en
Proof. We use the sharper composition bound for Gaussian noise. For T adaptive queries of
f,-sensitivity at most A, each with independent noise N (0, 62I;), the transcript is (&, §)-DP with

TA?
got = p +2yplog(1/6),  p=—.

20

o>

This follows by summing the conditional Gaussian privacy losses: each has mean at most A?/20?
and a centered Gaussian part with variance at most A*/o?. The conditional exponential moment
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bound controls their sum under adaptivity. Take A = 2L/n; the stated o makes ey < €. The output
is postprocessing of this transcript. O

Accuracy. The noise is unbiased, so its effect on the convergence analysis is especially simple.
Theorem 18.2. For every fixed dataset S, Algorithm 11 satisfies

- 2R?
E[(6:9)] - €(05:5) < — + g(Lz +do?).
n

Proof. Conditional on the previous iterations, the noisy gradient is unbiased and has second
moment at most L? + do?. Thus the potential proof of Theorem 10.1 applies in expectation, with
the squared-gradient bound L? replaced by L? + do?. O

The geometric step in that proof is illustrated in Figure 15. If p = IIg(y), the projection optimality
condition gives <y -p, 05— p) < 0. Expanding the squared distance therefore gives

ly = 05115 = lly — pll3 + 1lp — 63115 = 2{y —p, 05— p) > Ilp — 65115
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Figure 15: Projection cannot increase distance to 05 € ©. At p = IIg(y), the angle between the outward
vector y — p and 05 — p is at least 90°, so the orange distance is at least the blue distance.

With = 2R/4/T(L? + do?) and o equal to the threshold in Lemma 18.1, the bound becomes

E[¢(0:5)] - £(65:5) = O(R_L v M)
VT en

The first term decreases with more iterations; the second is the privacy cost. These are empirical
excess-risk bounds. A population-risk guarantee also requires a generalization argument.



18.2 Stochastic Gradients and Clipping

Draw a fresh uniform batch B; C [n] of size m, without replacement, and use g, = % 2ien, Vol (01 Xi).
This unbiased estimate has second moment at most L?, so the same accuracy bound applies using m
gradient evaluations per iteration.

The fixed-batch sensitivity is 2L/m. Hidden sampling gives privacy amplification: a mechanism
that is (¢, 8)-DP on m records gives per-step parameters

m m
Estep = Iog(l + ;(660 — 1)), 5step = ;50

For small &, estep ~ méeo/n. Compose these bounds across iterations, or use a tighter sampled Gaussian
analysis.
For unbounded gradients, clip each individual’s gradient before averaging:

Vot(0,:X;) o
. = 5 = — i + W .
O (L IVel B X)Ly T m 2t Wi

i€B;

Now ||o;||2 < L, giving sensitivity at most 2L/m and the DP-SGD update. Privacy holds without
convexity; the accuracy theorem requires convexity and unbiased gradients, and active clipping can
introduce bias.
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